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Abstract

We propose an efficient automatic checking algorithm,
Athena, for analyzing security protocols. Athena incorpo-
rates a logic that can express security properties includ-
ing authentication, secrecy and properties related to elec-
tronic commerce. We have developed an automatic proce-
dure for evaluating well-formed formulae in this logic. For
a well-formed formula, if the evaluation procedure termi-
nates, it will generate a counterexample if the formula is
false, or provide a proof if the formula is true. Even when
the procedure does not terminate when we allow any arbi-
trary configurations of the protocol execution, (for example,
any number of initiators and responders), termination could
be forced by bounding the number of concurrent protocol
runs and the length of messages, as is done in most existing
model checkers.

Athena also exploits several state space reduction tech-
niques. It is based on an extension of the recently proposed
Strand Space Model [25] which captures exact causal rela-
tion information. Together with backward search and other
techniques, Athena naturally avoids the state space explo-
sion problem commonly caused by asynchronous composi-
tion and symmetry redundancy. Athena also has the ad-
vantage that it can easily incorporate results from theorem
proving through unreachability theorems. By using the un-
reachability theorems, it can prune the state space at an
early stage, hence, reduce the state space explored and in-
crease the likely-hood of termination. As shown in our ex-
periments, these techniques dramatically reduce the state
space that needs to be explored.

*This research is sponsored by the National Science Foundation under
Grant No. CCR-9803774. Views and conclusions contained in this docu-
ment are those of the authors and should not be interpreted as representing
the official policies, either expressed or implied, of the United States Gov-
ernment.

1. Introduction

A security protocol is a communication protocol that
uses cryptography to achieve goals such as authentication
and key distribution. Because of the subtlety of security
protocols, experience has shown that the protocols can be
flawed even when designed carefully. Thus, it is necessary
to develop rigorous ways to analyze these protocols.

Many researchers have worked on applying formal tech-
niques to the analysis of security protocols. They have
developed logics of knowledge and belief such as BAN
logic [2] and GNY logic [7]; semi-automatic and fully au-
tomatic tools such as the NRL Analyzer [14], the Interroga-
tor Model [16], FDR [12], Murg [17], Brutus [5], and Re-
vere [9]; and theorem provers such as Isabelle [19]. Au-
tomatic checkers have the practical advantage that they are
easy to use and do not need the assistance of experienced
users. Unfortunately, current automatic checkers suffer
from the state space explosion problem, mainly due to asyn-
chronous composition and symmetry redundancy. Most au-
tomatic checkers are also limited to checking the properties
of a security protocol under certain configurations of the
protocol execution, e.g. with two initiators and two respon-
ders.

Thayer, Herzog and Guttman recently proposed the
Strand Space Model (SSM) and demonstrated how to use
SSM to prove certain security properties manually, for ex-
ample authentication and secrecy [25]. SSM has the advan-
tage that it contains the exact causal relation information
which makes proofs concise. Inspired by their work, we
have developed a new algorithm, Athena, for analyzing se-
curity protocols automatically.

We have designed a logic based on SSM that can ex-
press formally various security properties including authen-
tication, secrecy and properties related to electronic com-
merce. We have also developed an automatic procedure for
evaluating well-formed formulae in this logic. We provide



a way of formally reduce the infinite-state-space problem
into a finite-state-space problem which can be verified us-
ing model checking. Hence, for a well-formed formula, if
the evaluation procedure terminates, then it will generate a
counterexample if the formula is false, or provide a proof
if the formula is true. Although the evaluation procedure is
not guaranteed to terminate, experience shows that it does
terminate for many useful protocols. In those cases when
the procedure does not terminate for arbitrary configura-
tions of the protocol execution, termination can always be
forced by bounding the number of concurrent protocol runs
and the length of messages. This is similar to the bounds in
current model checkers such as FDR, Mury and Brutus.

Athena also exploits several state space reduction tech-
niques. First, the state transition is not asynchronously
composed of independent process transitions, hence, avoid
the state space explosion caused by asynchronous composi-
tion. Second, the state structures and state transitions cap-
ture exact causal relations, hence, achieve compact and ef-
ficient state representations. Third, Athena takes advantage
of symbolic state transitions instead of explicit state search,
by allowing a state to contain free variables. A state s(&)
with free term variables, #, represents a class of variable-
free states, {[&/Z]s(Z)}, where & is a substitution of term
values. A state transition between two states which contain
free variables represents a set of state transitions between
two variable-free states. Thus, Athena can represent states
and state transitions much more efficiently. As a special
case of this, it naturally avoids the symmetry redundancy
problem. Finally, Athena uses backward search instead of
forward search. With forward search, all the participating
principals have to be pre-stated. Our approach starts with
a simple initial strand and then add new strands only when
necessary according to exact causal relations. As demon-
strated in our experiments, these techniques greatly reduce
the state space that needs to be explored comparing with
other current approaches.

Athena also has the advantage that it can easily incor-
porate results from theorem proving through unreachability
theorems. By using the unreachability theorems, we can
prune the state space at an early stage, hence, reduce the
state space explored even further and increase the likely-
hood of termination.

The paper is organized as follows. We first review some
basic notions and properties of strand spaces (section 2).
We then introduce a logic to reason about strand spaces and
show how to use this logic to specify security properties
(section 3), and explain the automatic evaluation procedure
(section 4). Next, we discuss the advantages of our ap-
proach and compare it with other approaches (section 5).
Finally, we conclude in section 6. Proof sketches of most
propositions in this paper are omitted and can be found
in [23].

2. Background

This section is a review of concepts developed by
Thayer, Herzog and Guttman [25]. First, we explain the no-
tion of terms that are used to represent the messages in the
protocols. Then, we explain the notion of strands, strand
spaces and bundles, and show how to represent protocols
using strands. Finally, we give the formal description of the
penetrator model.

2.1. Message Terms

The set of atomic terms is the union of a set of “Text”
terms T and a set of “Key” terms K, where

e Text terms T contain several different types of terms,
such as Principal-names, Nonces, or Bank-account-
number.

o Key terms K contains a set of keys disjoint from T. In
asymmetric crypto systems, K ~! represents K’s oppo-
site member in a public-private key pair. In a symmet-
ric key system, K~ = K.

The set of terms (A) is defined inductively as follows:
e If misa Text term or a Key term, then m is a term.

e If misaterm, k is a Key term, then {m} is a term.
(This represents encryption.)

o If m; and m- are terms, then my - mo is a term. (This
represents concatenation.)

We use the free encryption assumption, where
{m}k = {m/}kz sSm=m'ANk=Fk.

Thayer, Herzog and Guttman defined the subterm rela-
tion C: aterm a; is a subterm of term a5 if a; appears in as;
We define the interm relation &, such that a; is a interm of
a5 if a1 can be extracted from a» without the application of
the decryption operation. The formal definition of the two
relations are as follows.

e subterm relation C

aCtforteTiffa=t,
aCkforke K iffa=4F;

aC{ghiffa TgVa={gh;
—aCg-hiffaCgvVvaChVa=g-h.

e interm relation €

actforteTiff a =t
aCkforke K iffa=k;

a € {g}x iff a = {g}s;
acg-hiffa@gVvacgeh.



2.2. SSM : Strands, Strand spaces and Bundles

The notions in this subsection are mainly from the pa-
per [25]. We extend them slightly to make them applicable
to electronic commerce protocols.

Actions. The set of actions Act that principals can take
during an execution of a protocol include extermal actions
such as send and receive, and user-defined internal actions
such as debit, credit, etc.. In the rest of the paper, we will
only use send and receive for simplicity.

Events. An event is a pair (action, argu), where action
is in Act, and argu is in (A) and is the argument of the ac-
tion. For simplicity, we denote (send, a) and (receive, a)
respectively as signed terms (+a) and(—a). We represent
the set of finite sequences of signed terms as (+.A4)*.

Strands and Strand Spaces. A protocol defines the se-
quence of events for each role of the participant. A strand
represents a sequence of actions of an instance of a role.

A strand space is a set X with a trace mapping tr: ¥ —
(£A)*.

1. A node is a pair (s,7), with s € X and i an integer
satisfying 1 < ¢ < length(tr(s)). We say n = (s, i)
belongs to the strand s, denoted as n € s. Clearly,
every node belongs to a unique strand. The set of nodes
is denoted by V.

2. If n = (s,i) € N, then index(n) = i and strand(n) =
s. If (tr(s))i = (oa), where o is one of the symbols
+, —, thenterm(n) = a.

3. If ny1,ny € N, then n; — ny means that term(n,) =
+a and term(ny) = —a. This represents that n, sends
a message a and n receives the message.

4. If ny,ny € N, then ny = n, means that ny, n, occur
in the same strand with index(n2) = index(nq) + 1.
This represents an event n; followed immediately by
no in the same strand.

5. Atermtoriginatesfromanoden € N iffsign(n)= +;
t C term(n); and whenever n’ precedes n on the same
strand, t IZ term(n’).

6. A term t uniquely-originates from node n iff t origi-
nates on a unique n € N. Nonces and other freshly
generated terms are usually uniquely-originated.

We will also use N to refer to the directed graph (N, E)
whose vertices are nodes and £ = (— U =) is the set of
edges that combines both types of relations n; — n, and
ny = ns.

Bundles. A bundle represents the protocol execution un-
der some configuration.

Abundle C = (N¢, E) is a subgraph of N, where £ C
(= U =) is the set of the edges and No C N is the set

of nodes incident with the edges in F, and the following
properties hold:

e Cisnon-empty and finite;

e Ifny € C andsign(ny) = —, then there is a unique ns
suchthat ny — ny € C;

e Ifny € Cand ny = nq, thenny = ny € C,
e Cisacyclic.

We say a strand s € C'if forevery noden € s, n € C.

Causal Precedence. Let S be a strand space, nodes
ny,ny € S. Define ny < no iff there is a sequence of zero
or more edges of type — and = leading from n; to ns in S.
The relation < expresses a causal precedence.

Lemma2.1. Suppose C is a bundle, then <« is a partial
order, i.e. areflexive, antisymmetric, transitive relation. Ev-
ery non-empty subset of the nodes in C' has <¢-minimal
members.

The proof of this lemma can be found in [25].
2.3. Protocol specification using strands

A protocol usually contains several roles, such as initia-
tors, responders and servers. The sequence of actions of
each role is predefined by the protocol with a list of pa-
rameters, such as principal names and nonces. This can be
specified as a trace type, denoted as role[parameter list]. A
binding of the role and the parameter list gives an instance-
trace of the role. A legal execution of a protocol forms a
bundle, in which the strands of the legitimate principals are
restricted to the predefined trace types, role[parameter list].
The strands of the legitimate principals are referred to as
regular strands. The bundle also contains strands which are
mapped to penetrator traces. These strands are referred to as
penetrator strands. We explain them in more details in the
next subsection. We now give an example of the Needham-
Schroeder protocol [18] with the fix given by Gavin Lowe
in [12]. We will refer to this protocol as NSL in the rest
of the paper. Using the standard notation, the protocol is
defined as follows:

1. A B:{N, A}k,
2.B—)A:{Na-Nb~B}KA
3. A= B: {iVb}KB

There are two roles in this protocol: initiator and respon-
der. The strands of the two roles are the following :



Resp[A, B, Nu, Ni] Init[A, B, Na, N3]

1:(—{Na-A}x,) 1:{+{Ns  A}r,)

Y Y
2: <+{Na'Nb'B}Ka> 2:<_{]\ra']\fb'B}Ka>

3:(—{No}x,) 3 (H{Ne}x,)

where the parameter list contains A and B as principal
names, N, and N, as nonces. N, uniquely-originates on
the first node of the initiator’s strand Init[A, B, N,, Ng).
Ny uniquely-originates on the second node of the respon-
der’sstrand Resp[A, B, N4, Np]. A responder’s strand with
the binding of [Ag, Bg, Nao, Neo] is the following :

Resp[Aq, Bo, Nao, Neo]

<_{N00 : AO}Kbu>

(+{Nao - Nio - Bo}x,0)

(={Nbo} x50)

2.4. The Penetrator Model

We use the same penetrator model as the one in [25].
The penetrator P has a set of initial knowledge init-info(P)
which usually contains the principal names and the keys that
are known initially to the penetrator, denoted as K,. K,
usually contains all the public keys, all the private keys of
the penetrator, and all the symmetric keys K., K, ini-
tially shared between the penetrator and principals playing
by the protocol rules. It can also contain some keys to model
known-key attacks.

A penetrator can intercept messages, generate messages
that are computable from its initial knowledge and the mes-
sages it intercepts. These actions are modeled by a set of
penetrator strands.

A penetrator strand is one of the following, where g and
h are terms:

o MJt]. Atomic message: (+t) where t € init-info(P) and
teT.

F[g]. Flushing: (—g).
Tlg]. Tee: (—g,+g, +9).
C[g,h]. Concatenation: (—g, —h,+g - h).

R[g,h]. Separation into components: (—g-h, +g, +h).

o KI[K]. Key:(+k) where k € K,,.
e E[k,h]. Encryption: (—k, —h,+{h}x).
e D[k,h]. Decryption: (—k=1, —{h}, +h).

The different types of the penetrator traces are called
penetrator roles, which ranges over {M,FT,C,S,K,E,D}.
It is also possible to extend the set of penetrator traces to
model some special ability of the penetrator if needed.

3. TheLogic

We first introduce a logic to reason about strand spaces
and bundles. Then we show how to use this logic for formal
specification of various security properties.

3.1. Syntax

The syntax of the terms consists of node constants
(n,nq,...), strand constants (s, s1,...), bundle constant
(¢, c1,...), and bundle variable (C, C4, . . .).

Propositional formulas are defined as follows:

encs,nee,neC,s €c s € C are(atomic)
propositional formulas;

e —f; and fi A fo are propositional formulas if f; and
fo are propositional formulas.

Finally, well-formed formulas (wffs) are:
o f,—F, 1 A Fs;

e VC.f, where f is a propositional formula, which
doesn’t contain any other free variable than C';

where f is a propositional formula, 7, and F» are wffs, and
C isa bundle variable.

Notice, that in a wff YC. f, f needs to be a propositional
formula and cannot contain any other variables than C'. We
also use the obvious abbreviations:

fiVfa (= f1 A= fa) fi=fo
fie fa fi=fNfo=>f 3CS

e
e

3.2. Semantics

Let the set of nodes be A. For a given protocol, the
set of the regular strands and the penetrator strands is Sp;
the execution traces of a protocol p form a set of bundles,
denoted as D,,. Thus, for a given protocol p, the model M is
apair {N, Sy, D}, Z), where Z is the interpretation. The
semantics of the logic is given as follows :

e Z(n),Z(s),Z(c) are a node, a strand and a bundle in
N, S,, D, respectively.

-fiVfa
YC—f



M En € siff Z(n) € Z(s). We can similarly define
MEn€ce, M E=secaswell

If f is a propositional formula or a wff, then M = —f

iff M = f.

If f1 and f- are propositional formulas or wffs, then
Ml:fl/\fz |ﬂ:M|:f1andM':f2

M EVC.fiff M = [C/co)f for any bundle ¢q in the
model.

3.3. Specifying security properties in the logic

Our logic can specify a variety of security properties in-
cluding electronic commerce properties. However, here we
mainly focus on the authentication and secrecy properties.
The properties are presented in a similar way as in the pa-
per [25] except that we formalize the properties into the wffs
in our logic.

Authentication

Gavin Lowe [13] proposed agreement properties for authen-
tication protocols. A protocol guarantees a participant B
(say, as the responder) agreement for certain binding z if
each time a principal B completes a run of the protocol as a
responder using Z, supposedly with A, then there is a unique
run of the protocol with the principal A as initiator using &,
supposedly with B.

A weaker non-injective agreement does not ensure
uniqueness, but requires only each time a principal B com-
pletes a run of the protocol as responder using &, suppos-
edly with A, then there exists a run of the protocol with the
principal A as initiator using #, supposedly with B.

The non-injective agreement property can be specified
using the logic as:

VC.Resp(¥) € C = Init(¥) € C,

where Resp(&) and Init(Z) are the responder and the initia-
tor strand with binding #. For example, in the NSL protocol,
the non-injective agreement property can be specified as

VC.Resp[A, B, Ny, Ny] € C = Init[A, B, N,, Ny] € C.

Because of the freshness of the nonces generated in the pro-
tocol run, usually the agreement property can be proved af-
ter the non-injective agreement property is proved, with the
argument that there can’t be two strands Init(Z) € C since
the nonces in Init(Z) are uniquely originated from only one
strand, i.e. in NSL protocol, N, is uniquely-originated in
the strand Init[A, B, N4, Np].

Secrecy

A value v is secret in a strand space S if, for every bundle C
that contains S, there does not exist a node n € C such that
term(n) = v. For example, when S is a responder strand,
we can specify the secrecy property as :

—3C.(Resp(¥) € C' A node(+v) € C)
4. The Mode Checking Algorithm

This section introduces a model checking algorithm for
wiffs. We focus on the most interesting case: how to evaluate
a wff of the form VC'. f.

Lemma4.1. If H is an algorithm that decides the validity
of any wff of the form YC.f; = f» in a model M in finite
steps, where f; is a conjunction and f> is a disjunction of
the atomic propositions, then there exists an algorithm to
evaluate any formula of the form YC.F' in the model M in
finite steps, for any propositional formula F'.

The proof sketch of this lemma can be found in the ap-
pendix.

Hence, it is sufficient to just explain the procedure #.
Due to the space limit, we only show the procedure # for
two cases:

H1 =VC.s1€C = s,€C,and
Ha = dC.s; € C,

where s is a strand constant, s is a regular strand constant.
These cases can be used for evaluating agreement properties
and secrecy properties as mentioned in section 3. The other
cases are simple extensions from them.

In the following subsections, we first introduce the no-
tions and state structures used in the model checking algo-
rithm. We then explain formally how we can reduce a prob-
lem in an infinite space to a problem of model checking
which is restricted to a finite state space. We then describe
in more details the model checking algorithm, in particu-
lar the next state transition function. We will also point out
various techniques we exploit for state space reduction. Fi-
nally, we explain how we can use unreachability theorems
to further reduce state space explored.

4.1. Goals and Goal-bindings

Intuition: We start with a strand space graph which only
contains s1, and then try all possibilities of adding nodes
and strands to complete a bundle (an exhaustive search). To
complete a bundle, the graph needs to be backward closed
under = and —, and acyclic. To make the graph backward
closed under —, it means that any term that is received by
a node must have been sent by another node in the same



graph. Thus, we introduce a notion of a goal to represent
the received terms, and a notion of a goal-binding to repre-
sent that a goal term is first sent by a node. We apply uni-
fication to search for all possible goal-bindings. When all
goals are bound, all received terms are connected to their
first senders. Hence, the graph will be backward closed un-
der —. For any node in the graph, we add all the nodes,
that precede it in the same strand, to the graph. Thus, the
graph is backward closed under =-. Simple cycle-detection
can check whether a graph is acyclic.

Goals. A goal is a pair (¢, n), where sign(n) = —,t
Term(n) and ¢ is not a concatenation of other two terms.
The goal-set of a bundle C is the set of all the goals in C,
denoted as G(C).

Goal Binding. Suppose that C' is a bundle, then a goal
(t,n) is bound to node n’ if n’ is a << -minimal member of
the set

v ={me C|tE& term(m), sign(m) = +,and m < n}.

We say that ((¢,n),n’) is the goal binding for (¢,n) and
denote itas n’ —» n. The node »’ is called a binder of (t,n).

. . t
We will also write n’ — n to denote n’ — n for some ¢, or,
t
formally, —= (U, — -

Proposition 4.2. Let C be a bundle. For any goal (¢,n) €
G(C), there exists a node n’ € C where the goal (¢, n) is
bound.

Proof sketch. Since sign(n) = —, and n € C, there must
exist a node n”, where n” = (= Term(n)) and n” € C. So
t @ Term(n"). Therefore, the set ¢ is not empty, where

v ={me C|te& Term(m) and sign(m) = + and m < n}.

Asshown in Lemma 2.1, ¢ has at least a <¢-minimal mem-
ber n’. Hence, (¢, n) can be bound to n’. O

A bundle contains the information about the sequence of
actions of each principal (“=") and the information about
who sends messages to whom (“—”). Because the pene-
trator can always intercept a message from a principal and
forward it to another principal, the information about who
sends messages to whom (“—") is not important any more.
Given a received term, it is not important who sends it but
rather who sends it first. Therefore, only the goal-binding
information (“—") is necessary. This is the intuition why
we introduce the relation “—”. In the state structure, we do
not keep the information about the relation “—” but only
the goal-binding relation “—".

4.2. State Structures

Semi-bundles. A semi-bundle h = (N, E=) is a sub-
graph of N, where F—, C= is the set of edges, N}, is the

set of nodes incident to the edges in F,, and the following
properties hold:

e Ny isnon-empty and finite;
o If ny € Ny and no = Ny, then Nno => N € E:>,
e hisacyclic.

Notice that the notion of a semi-bundle differs from the
notion of a bundle in the aspect that a semi-bundle is back-
ward closed under =, and not necessarily backward closed
under —.

States. A state is a tuple (S, G, —, <), where

¢ S isasemi-bundle containing strands of the principals;
e G is the set of unbound goals of S;
e —» isthe relation for the goal-bindings;

e = (— U =)* —areflexive and transitive closure
of — and = together.

In other words, n; 3 ng iff there exists a sequence of
nodes {n}}5_,, such that n1 = n/, no = n}, and for
any i € [1,k — 1], nf = nf,, orn} — nf,,. Hence,
the relation % is a partial order on the nodes in S.

Mathematically, G and < can be computed from S and —,
but we keep them in the state structure for efficiency rea-
sons.

If I = (S;, Gi,—1, Zi) is a state and ¢ is a bundle, we
sayl € ciff S; € e.

Proposition 4.3. If G isempty inastate (S, G, —, <), then
there exists a bundle C such that S € C, and S and C
contain the same strands except that C' might contain some
more penetrator strands of type R or 7" than S.

4.3. The Model Checking Algorithm

Bundle Sets. We define the bundle set of a state | to be
the set of bundles that contain I, denoted as ¥({) = {c :
bundle |l € c}.

Next State Transition. If | is a state, the next state tran-
sition, F : state — a set of states, is a function which maps
| to the set of its next states, denoted as L' = F(I).

We say F is complete-inclusive if for any state / it satis-
fies the following properties :

1. L' isfinite.
2. U(L') = ¥(l), where ¥(L') = Ul,eL, w(l").

Unreachable states. If F(/) is empty for a state /, we
say that [ is unreachable. This means that there is not any
bundle containing I, usually because ! contains unsolvable
goals.



As was mentioned earlier, we focus on explaining the
algorithm for evaluating two simple wffs:

VC.s1 € C = s, € C,and
d1C.s; € C,

o=
pr =

where s isa strand constant, s is a regular strand constant.
The initial step of the model checking algorithm is to com-
pute the initial state [ = (So, Go, =0, S0), Where Sy is the
semi-bundle which only contains s;, Gy is the goal set of
So, the relation — is empty, and = is the corresponding
partial order on Sy. From the definition of ¥(ly), we can
derive:

VC.s1 €C=>s,€CeVee¥(ly)sy €c.  (41)
AC.sy € C & Je.c € ¥(lp). (4.2)

The main procedure is a reachability analysis with a given
next state transition . We will explain the next state tran-
sition F in the next subsection. searchl is the procedure for
evaluating the formula y, and searchll for u5. We give the
pseudo code for searchl as follows. searchll is similar to
searchl, and the pseudo code can be found in [23].

proc sear chl (initialState){
L = {initialState};
while(—empty(L)) dof
l = choose(L);
L=L\I
L' = F(l);
it ~cmpty(L') thenf
foreach!’ = (S',G', ', X'y e L'{
if s> ¢ I’ then{
~if empty(G') then return false;
else I = add(l’, L);

}
}

}
}

return true;

choose(L) is a function which returns an element in the
set L. We always pick a state which contains the least num-
ber of strands in the set L first.

We now give some intuition how we can reduce an
infinite-state-space problem to a problem in a finite state
space. First, from the Equation 4.1, we transform p; into
the equivalent formula,Ye € ¥(lg).s2 € c., where ¥(lg) is
the set of bundles which contain /o, as defined before. Then
1 istrue, if we can find a set of states L, which satisfies the
following property:

e Vie Lsyel,
o U(ly) =U(L).

Thus, we reduce the problem in the infinite state space
¥(lo) into a finite state space L. The reachability analysis
is a way of searching for L. Once the search procedure ter-
minates, the non-empty leaves of the search tree comprise
the set L. We formalize these arguments into the correctness
theorem below.

Theorem 4.4. Let I, be an initial state, and F be
a complete-inclusive next state transition function. If
searchl(l,) terminates and returns true, then the formula
1 is true; if it returns false, then p; is false. The same
holds for searchll and po.

Proof sketch. We only give the proof for searchl on 1. The
proof for searchll on x5 can be derived similarly.

1. If searchl(ly) returns false, then there exists a state
[ =(S,G,—,3)suchthat Gisempty and s, ¢ I. Ac-
cording to the Proposition 4.3, we can obtain at least
a bundle which contains S and has the same regular
strands as S. Therefore we find the counterexample C,
s1 € Cand sy ¢ C'. Hence, p; is false.

2. When searchl(lo) returns true, the reachability analy-
sis explores a state search tree 7". An example of the
state tree is in Figure 1. The root is the initial state
lo. The children of a tree node n is the next states
F(n). Let L be the set of non-empty leaves of T. If
L is empty, then there is no bundle which contains s,
so py istrue. If L is not empty, from the pseudo code
we can see that for any [ € L, s; € [. So for any
1 € ¥(L),ss €l. According to the complete-inclusive
property of the next state transition F, ¥(ly) = ¥(L).
SoVl € ¥(ly).s2 € 1. Finally, according to the Equa-
tion 4.1, we can see that p is true.

O

leaf nodes

y : '
] @) @ [

A solid arrow represents the next state transition relation, whereas
the dashed arrow stands for a sequence of next state transition re-
lations.

Figure 1. State Search Tree.



4.4. The next state transition algorithms

We first give the intuition of the next state function F.
Forastatel = (S, G, —, 2), we pickagoal g = (t,n) € G
from the unbound goal set. We then find all possible ways of
binding ¢ to a node. For each way of binding, we construct
a new next state. The value of F(l) is the set of all such
next states. If there is no possible way of binding g, then
the state / is unreachable and F () returns an empty set.

Now we give a more detailed description of F. To find
all possible ways of binding a goal g, we use a unification
procedure U. For a goal term t, U(¢) returns all possible
positions that can bind ¢, and the corresponding most gen-
eral substitutions, denoted as {([r, ], y»i7) }. [r, 7] denotes
a position, which represents the node of index i in a strand
of role r. Role r can be any regular role or penetrator role.
Each position [r, 7] can be bound to a strand s’, either an ex-
isting strand in S or a new strand, with the substitutionyp, ;7.
Hence, a node n’ = (s’, ) will bind the goal g. For each of
such n/, we construct a new next state !’ = (S, G/, —', <),

where —" is the same as — with the added binding n S,
If s’ isalready in S, then S’ is the same as .S with the added
n' and its preceding nodes in strand s’, if they are not al-
ready in s’ yet. If s’ is a new strand, then S is the same as
S with the added strand s’, which contains all the nodes up
ton’. Then G’ and =X’ can be updated appropriately. If there
is a conflict in updating G” and =’, e.g. there is a cycle in
<!, then !’ is an unreachable state and will not be returned
as a next state. The value of F(!) is the set of all such next
states /'.

Because we only add (and never delete) nodes and
strands in the next state transition, and since the next state
transition covers all possibilities of binding a goal, we can
see that F is complete-inclusive. The proof sketch can be
found in [23].

Notice that due to the most general substitution in a
goal-binding, the nodes and strands in a state can contain
free variables. A semi-bundle S(Z) in a state s with free
variables, #, represents a set of variable-free semi-bundles,
{[&/Z]s(Z)}, where & is a substitution of values. Thus, the
state s(Z) represents a set of variable-free states. Hence,
we can represent states and state transitions much more ef-
ficiently Also, notice that we only add nodes and strands
when necessary due to the exact causal relation, which re-
duces the state space even further.

4.5. Unreachability Analysis

In order to reduce the search space even further, we can
use unreachability theorems to prove early that a state is
unreachable. Recall that a state is unreachable if there is no
bundle containing it. For practical purposes, we need to be
able to express such theorems as computable predicates 4,

that is, if 6(s) is true, then the state s is unreachable. Thus,
we can simply eliminate s from the set of states immedi-
ately.

The unreachability theorems can be specific to a partic-
ular protocol, or can be general theorems that are not re-
stricted to any concrete example. The latter can be proven
once and for all and included in the core of the tool. This
let the model checker easily incorporate results from theo-
rem proving techniques and greatly reduce the state space
explored. We give two examples of the unreachability the-
orems as follows.

Proposition 4.5. Let C be a bundle, letk € K\ K,. Ifk
never originates in a regular node, then k iZ term(p) for any
penetrator node p € C.

The proof of this proposition is in [25].

If a protocol is well-typed, in other words, all messages
specified in a protocol have fixed types, we can always com-
pute a number which is the maximum number of nested en-
cryption operations in a message that can be generated by
a legitimate principal, denoted as F.,,,. Then the following
proposition holds.

Proposition 4.6. If a state ! contains the following nodes
as shown in the figure:

ny is the binder of a term ¢1, ny is on a penetrator strand
§1 = D[kl, hl], t1 € hq;

t, contains a number of nested encryptions which is greater
than or equal to F,,,.

Then [ is unreachable, which means there is no any bundle
which will contain /.

This proposition is used to eliminate an infinite expand-
ing of type D strand.

s1 1 D[k1, h1]
<—)"f1>

(—{ }a)

5. Discussion

Our approach has a number of advantages over previous
techniques for automatic analysis of security protocols.

First, unlike most model checkers, our approach can rea-
son about problems of infinite state space. When the eval-
uation procedure terminates, it will have found a mapping
from the infinite state space to a finite state space while pre-
serving the validity of well-formed formulae. The mapping
is from the set of bundles to the non-empty leaf states of the



search tree as described in section 4.3. Thus, by analyzing
the finite state space, Athena can derive a proof that a secu-
rity property holds under any configuration of the protocol
execution.

Second, the state transition in Athena is not asyn-
chronously composed of independent process transitions,
but based on goal-bindings. Therefore, we avoid the
state space explosion caused by asynchronous composi-
tion, while others suffer severely from this problem. Most
other approaches are based on a trace-based model, where
the global state is a list of independent local processes
of the principals, and the global state transition is the
asynchronous composition of the local process transitions.
Hence, concurrent events are modeled by allowing all
possible interleaving, and the state space grows exponen-
tially with the number of principals in the protocol execu-
tion [20, 21]. In practice, these approaches have difficulties
handling protocol executions with more than two initiators
and responders. Although some researchers have explored
observations that reduce the number of states and paths to
be checked [22], and others are pursuing partial order reduc-
tion techniques, these techniques will still require a large
number of states and paths to be checked unnecessarily.

Third, our states and state transitions, especially the
goals and goal-bindings, capture the exact causal relations.
By eliminating unnecessary information in state structures,
our state representation is more compact and efficient than
most other approaches. Each state in our model actually
represents a set of traces in a trace-based model by lineariz-
ing the paths in the graph of the state.

Forth, unlike most other approaches, Athena takes ad-
vantage of symbolic state transitions instead of explicit state
search. In explicit state search, state transitions have to be
made from one explicit state to another. With security pro-
tocols, however, explicit states can be naturally grouped.
A group of states can transit to the next group of states,
similar to symbolic state transitions. In our approach, we
allow a state to contain free variables. A state s(Z) with
free term variables, ¥, represents a class of variable-free
states, {[#/Z]s(Z)}, where & is a substitution of term val-
ues. A state transition between two states which contain free
variables represents a set of state transitions between two
variable-free states. Thus, Athena can represent states and
state transitions much more efficiently. As a special case
of this, we naturally avoid the symmetry redundancy prob-
lem [3], while others suffer from it. For example, in most
approaches, the model is composed of a number of repli-
cated components, i.e. two initiators and two responders. A
state can be identical to a second state up to a substitution of
names and variable values. Thus, itis enough to just analyze
one of the states because the analysis will produce the same
outcome for both. Although some researchers are pursuing
symmetry reduction techniques for explicit state search, it

#init.| #resp] Mure | Brutus Brutus | Athenal
(Red (Red
off) on)

1 1 1,706 1,208 146 19

2 2 514,550| *** 186,340 | 19

Brutus (Red on) means Brutus with partial order and symmetry
reduction.
Brutus (Red off) means Brutus without partial order and symmetry
reduction.

Table 1. Number of states explored in analyz-
ing NSL protocol.

is still difficult to do aggressive symmetry reduction.

Fifth, Athena uses backward search instead of forward
search. With forward search, all the participating principals
have to be pre-stated. Our approach starts with a simple
initial strand and then add new strands only when necessary
according to the exact causal relation. Hence, we reduce the
state space explored by avoiding the exploration of many
unnecessary states and paths.

Sixth, our approach can use unreachability theorems to
prove early that a state is unreachable, hence, prune the state
space. The unreachability theorems can be specific to a par-
ticular protocol, or can be general theorems that are not re-
stricted to any concrete example. The latter can be proven
once and for all and included in the core of the tool. This let
the model checker incorporate results from theorem proving
techniques easily and systematically.

Our experimental results demonstrate the advantages of
using Athena. For the NSL protocol, Athena explored 19
states and proved the agreement property of the protocol
under any configuration. The sketch of the analysis can be
found in the appendix. As shown in table 1, the number of
states explored by Mury and Brutus grows rapidly as the
number of initiators and responders increase. For example,
with two initiators and responders, Mury and Brutus ex-
plore over 10,000 times as many states as Athena. We have
also used Athena to find the known attacks in the Needham-
Schroeder protocol [18] and the TMN protocol [24]. We
have also used Athena to prove certain properties of the 1KP
protocol [1] and the Kerberos protocol [10, 11]. Detailed re-
sults about these experiments can be found in [23].

6. Conclusions

We propose an efficient automatic checking algorithm,
Athena, for analyzing security protocols. Athena incorpo-
rates a logic that can express security properties includ-
ing authentication, secrecy and properties related to elec-



tronic commerce. We have developed an automatic proce-
dure for evaluating well-formed formulae in this logic. For
a well-formed formula, if the evaluation procedure termi-
nates, it will generate a counterexample if the formula is
false, or provide a proof if the formula is true. Athena also
exploits several state space reduction techniques. It natu-
rally avoids the state space explosion problem commonly
caused by asynchronous composition and symmetry redun-
dancy. It also has the advantage that it can easily incor-
porate results from theorem proving through unreachability
theorems to further reduce the state space explored and in-
crease the likely-hood of termination. As shown in our ex-
periments, we successfully rediscover known flaws or pro-
vide proofs of properties for protocols with exploring only
tens of states.
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Appendix A : Proofs of the Propositions 2. b

Lemma 4.1. If # is an algorithm that decides the va- ResplAo, Bo, Nuo, Neo] ElKuo, Neo
lidity of any wff of the form YC'.f; = f> ina model M in
finite steps, where f; isa conjunctionand f is a disjunction
of the atomic propositions, then there exists an algorithm to
evaluate any formula of the form YC. I in the model M in (+{Nao - Nso - Bo} o) (= Nao)
finite steps, for any propositional formula F'.

(={Nao - Ao}rcy) (= Keo)

Proof sketch. Since F is a propositional formula, it can na : (—{ N}, (+{Nw}r,,)
always be transformed into a Conjunctive Normal Form:

F=finfan...Af,,where f;,i=1,... n,aredisjunc- 3. 13

tions of the atomic propositions and their negations. Be- ,

; o S A 0, D[K1,t, - Nyo - ¢t
cause universal quantifiers distribute over conjunctions, fiesp[Ao, Bo, Nao, Neo) (s, by - Noo - o]
VCO.F = (NC.fi) AN(VC.fa) A---ANNC.fp). (—={Nao - Ao} xyo) (—K1)

For each i € (1,...,n), f; can be written as (Vgax) V

(Vi—ay), where oy and a; are atomic propositions. This _is (+{Nao - Nyo - Bo} .0 (—{t1 - {Neo} ey - t2}x,)
equivalent to (A;ey) = (Viax). So f; can be evaluated in

finite steps by . Hence, it is easy to see that we can decide

F in finite steps. O (={Nbo} ey ) “«  (+tr - {Neo}ry, - t2)

where ¢1, - are free term variables.

Appendix B : The NSL Example Later steps will show that /; lead to the correct

execution of the protocol which contains the strand
Init[Ao, Bo, Nao, Nio]. According to proposition 4.6, we
can see that there is no bundle that can contain I3 since in
this protocol F,, = 1. We now compute the next states of

We show a sketch how to prove the agreement property
of the NSL protocol using Athena. Due to the space re-
striction, we omit some steps. The formula that needs to be

checked is I
2.
VC.RGS}?[Ao, BO) N(IO: Nbo] S C -
]nit[Ao,Bo,Nao,Nbo] eC. ta
niti i DKy, ts - Npg - ta]
The initial state [o is as Resp[Ag, Bo, Naos Neol E[Kpg, Npol (-Kr)
(={Nao - A0} Kyq) (=Kpo) ns 1 (—{t3 - Npg - t4} i)

Resp[Aqg, Bo, Nao, Neo]

(+{Nao - Npo - Botk ,q) (=Npg) = (413 - Npg - t4)
{(—={Nao - Ao}k
n1 s {={Nao - Ao}r,) (={Nbo Y ryq) —  (HNoodxyy)

where t3,t4 are free term variables. Later steps will show
that /4 is unreachable. Finally, we finish the proof after
exploring 19 states with the conclusion that NSL protocol

n2 : {(+{Nao - Nro - Bo}x.,,)

ns : (—{Nood ey, ) preserves the non-injective agreement property. Hence, the
] e agreement property holds as well, as mentioned in section
_ Tobind the goal (ns, (—{Noo},,)), thereare three pos- 3 The more detailed analysis of this example can be found
sibilities as follows. in [23].
1. U
Resp[Ao, BQ7 ]\/yao7 ]\rbo] ]mt[Ax, BQ7 ]\raz, NbO]
(={Nao - Ao}rcya) (+{Naz - Az}rcyo)
(+{Nao - Nio - Bo}x,0) {(={Naz - Neo - Bo}r,,)
(={Nbo}ry0) “ (+{Nbo} 1)
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