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1.1 Authenticating Digital Broadcast Data

� <�=T?:FU;
<3=�F�H�<:F�=�I:cO@R^S@\=TDSP�e:HTQhDhc:V�DhA�=)DE<5c�u�X5Pf=T@RV�DSA+=
DEHTF.DEHT^SX5DSe:PRa�DEutQS<5^�=�?:F.utQ3A�=�F�M:VN@\=�@R<:^�DE<�c_@\utCGQSH�]
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e:@RP\@\=�a.=T?5Dj=sDtC5DhV�mSF�=)V�DE<�eGF�DEXO=T?:F�<3=T@RV�Dj=�F�c I5DS<5c�=�?5DE=
=�?:@BAkP\QjJKF�Hze�QhX:<5cb@RA)�¦�>�\�����8�>���8���)QSYZ=�?5FyA�@\��F�QSYZ=�?5F
FNMOC5DS<5cOF�H7^hHTDSC:?�n

�



�pQ`X:<5cOF�HTA+=TDS<5c_=T?:F�A�@\^h<:@���V�DS<5VNF.QSY7=�?:@BAkH�F�A+X:P\=�I&@\=
@BALX5A�FNY[X:P�=�Q�H�F�li@\F�J A�QSutFxDSPf=TF�HT<5Dj=T@\lhF.DEC:C:HTQhDhV�?:F�A}=TQ
DEX:=�?:F�<h=T@RV�Dj=T@\<:^�cO@R^S@\=TDSP}e5H�Q3DSc:V�DSA+=yA+=�HTF�DEuvA�n����5HTA+=
<5DS@\lhF�DSC:C:HTQhDhV�?�=�Q_=T?:@RA.C:H�Qhe:PRF�u @BAk=�Q_X5A�F`D_A+F�VNHTFN=
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PRF�ATA)DEPRP H�F�VNF�@RlSF�HTA7DSH�F}=�HTX5A+=�F�c n
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<iX:u�eGF�HzQEY)C5DhV�mSFN=�A�I�e:XO=tA+@R<5V�Fv=�?:Fx<:FN=�JKQSHTm�@BALPRQhATA+ahI
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JKQSHTmv@RA)PRQhATA�aSn
;
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�����¥���EÅ³ �g�8� �A�Y�u�¬���8���s��¡ �Y�s���Y�
� ���	���3I3o������OI! "�K��!#�#iI
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1.2 Robust Overlay Networks
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1.3 Organization of This Paper
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2.1 Graph Based Authentication
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2.2 Expander Graphs
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3.1 Construction and Analysis of DAG Ex-
panders
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Figure 1. An example of our layer construc-
tion of the DAG expander
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3.2 Expander-based Authentication Graph
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4.1 Construction and Analysis of Overlay Net-
works
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4.2 Application to Decentralized Certificate

Revocation
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4.3 Survivable networks
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5.1 Expander Graphs
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5.2 Stream Authentication
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